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1 INTRODUCTION

Cyber-attacks are a major financial and reputational concern for businesses and other organizations. According to the UK
government’s latest Cybersecurity Breaches Survey [45], almost 40% of UK businesses report having suffered a cyber
breach in the last 12 months. Within these, 31% report having a cyber breach or attack at least once per week. Bearing in
mind that this is reported and detected breaches, this is likely to be an underestimation of the true frequency of breaches.
Awareness of cyber risk has also increased in recent years and with it the perceived importance of enhanced cybersecurity
measures [22,36,37,45].

However, even with sophisticated security measures in place (sometimes referred to as self-protection measures, Dou
et al., 2020), it is not possible to prevent all cyber-attacks and cyber insurance provides a valuable way for businesses to
manage this residual risk [6]. Insurance will generally cover two broad loss categories: first party and third party. First
party losses are those directly suffered by the insured business as a direct result of the incident. Third party liability refers
to claims from parties external to the insurance contract, who suffer a loss due to the insured’s conduct. Cyber insurance
can also cover costs related to investigating the cause of an incident, dealing with business interruption and restoring
services, notifying affected parties, managing public relations and media communication, and computer forensic
investigation costs. A minority of policies also cover extortion and ransom payments demanded as part of the incident —
although these are more commonly listed as an exclusion [30]. Other common exclusions include criminal or fraudulent
act from the insured, negligent disregard for computer security, loss to systems not owned or controlled by the policyholder,
contractual liability, physical bodily harm, acts of terrorism, war or god, IP theft, and fines and penalties related to
legislation [30].

Adoption of cyber insurance encourages organisations to think of cyber risk in relation to monetary value, which could
have additional benefits including driving increased security and more appropriate budgeting within the organisation [14].
Additionally, adoption has the potential to not only protect individual organisations, but also to increase security at a
societal level. The risk faced by one entity can also be dependent upon the exposure of other related entities. Insurance can
act as a strong incentive for promoting investment in other self-protection measures, especially as insurance companies
often require a specific level of security measures to be in place before coverage will be offered [28,30]. Therefore, cyber
insurance has the ability to increase cybersecurity for the internet as a whole [6,23] rather than just compensate for its lack.

Two common concerns in the insurance industry also address societal level cybersecurity issues: Adverse selection and
‘moral hazard’. Adverse selection refers to an asymmetry in information between the insured and the insurer, i.e., the
insured has information about their risk profile that is not made available to the insurer. This can result in a policy holder
obtaining coverage at a lower premium than the insurance company would charge if it were aware of the applicant’s actual
risk level. Adverse selection also means that high-risk parties may be more likely to adopt insurance in the first place,
compared to low-risk parties. Moral hazard refers to a change in behaviour following adoption of the insurance policy, i.e.,
the insured behaving less securely and/or investing less in security once insurance coverage is in place [31,33]. Adverse
selection and moral hazard have been linked to a range of insurance products including motor insurance [11], health
insurance [19] and crop insurance [12]. However, it is worth noting that this is becoming a contentious subject with many
suggesting that the threats of adverse selection and moral hazard may have been exaggerated [32,34]. There is also little
evidence to suggest that moral hazard is a significant concern for cyber insurance. In fact, recent research suggests that
cybersecurity measures and cyber insurance appear to show advantageous selection [7] . Advantageous selection occurs
when individuals with insurance are highly risk averse and therefore also seek to reduce risk by acting securely even when

coverage is in place [26].



Despite significant benefits associated with cyber insurance adoption, it is estimated that only 3 in 10 organisations are
explicitly insured against cyber risk (Cybersecurity Breaches Survey, 2020); with estimates even lower for Small and
Medium-Sized Enterprises [17]. Factors which have been suggested as potential barriers to uptake include: a lack of
cybersecurity awareness (AON, 2017; although as aforementioned there is evidence that awareness has increased),
confusion around availability of policies [29], policy coverage and a lack of standardisation [5,22], uncertainty relating to
“silent” cyber coverage within traditional insurance policies [40], expensive premiums driven by a lack of actuarial data
and the correlated properties of cyber-attacks enabling numerous businesses to be hit simultaneously [2,15,18], concerns
over actual coverage and exclusions [2,5], difficulty in predicting the likelihood of future cyber incidents [5] makes it
difficult to calculate premiums, and a lack of broker knowledge [16]. However, there is a lack of empirical research in this
area [20,22,30], particularly in relation to in-depth investigation of stakeholder perceptions of cyber insurance [28].
Weishdupl et al. [38] conducted a series of case studies with stakeholders. However, their study focused on information
security from a technological solution viewpoint, rather than cyber insurance. Processes for technological solutions may
vary from those involved in insurance adoption, therefore our study applies similar empirical approaches to the
investigation of perceptions of cyber insurance specifically.

Woods and Simpson [39] identified the need for further insight into stakeholder perceptions within this field. They
conducted a stakeholder analysis with policymakers and those in the cyber insurance industry, with a focus on providing a
roadmap of the roles governments and the insurance industry can play in increasing uptake. Consumers of cyber insurance
were ‘out of scope’ for their research (p. 210). Our study expands upon this work, using one-to-one interviews with
stakeholders (including potential buyers) to further explore and identify facilitators and barriers to adoption at the
organisational level.

2 MATERIALS AND METHODS

We conducted a series of in-depth qualitative interviews with companies and consulting partners such as insurance brokers.
This combination of different interview partners was chosen to address concerns that companies may sometimes be
reluctant to disclose security-related inadequacies due to concerns around potential attacks and/or damage to reputation
[35]; and is in alignment with other studies using a similar approach (e.g., [38]). This approach also allows us to benefit
from the brokers experience of decision making across many organizations, and compliment it with the first-hand,
comprehensive information provided by the organizations themselves.

2.1 Sample

Eleven interviewees were recruited via e-mail invitation to existing business contacts, networking events, and mailing lists.
Of the sample, six individuals were responsible for making cybersecurity decisions within a company (1 with experience
in an SME, 2 within a large company, and 3 with experience in both SMEs and large companies), and five individuals
were involved in the marketing and/or sale of cybersecurity related products or services as an insurer, broker or consultant.

2.2 Procedure

Ethical approval was obtained from the University Ethics Board prior to data collection. Semi-structured interviews (lasting
on average 45 minutes) were conducted with each interviewee independently; either in person or via video call. Each
interviewee was asked about the processes behind cybersecurity decisions within their company(s) — this included
discussing general perceptions of cyber insurance, which staff roles and teams would be involved in a decision around
purchasing cyber insurance, how long this process would take, any common barriers to the process, the type of information



required by potential insurers and whether they had any experience of a cyber insurance claim within their company(s).
Interviews were recorded and transcribed prior to analysis.

2.3 Analytical Approach

The interview transcripts were analysed using inductive thematic analysis [8] using NVivo. The first author coded the
dataset independently using an inductive approach, whereby codes were generated from the data rather than a-priori. Codes
were collated to identify initial themes. To increase rigor, a team approach was taken with the other authors providing
critical feedback on themes and coding. Amendments were made where appropriate. The finalised themes were then
generated and agreed upon by all authors.

3 RESULTS

Analysis generated five key themes: High complexity of company-level decision making, Security investment trade-off,
Lack of risk data and immaturity of cyber insurance, Mistrust of insurers, and Compliance legislation as a driver for cyber

insurance adoption.

3.1 High Complexity of Company-level Decision Making

Many interviewees commented that decisions around cybersecurity are not made by one person but involve numerous staff
members within the business. For example, these decisions may involve the Chief Information Security Officer (CISO),
security board, Chief Operating Officer (COO), Financial Director (FD), IT team, various committees and panels, and the
executive board. This is particularly true for larger companies, with the decision-making process increasing in complexity
with the company size.

“I doubt whether you’d get one single person, you might do, in a medium to smaller organization [...] But I think
you now get panels, like a risk committee and get someone from the security discipline, someone from the IT
discipline, you get an auditor, you get compliance and those type of people...”

The number of individuals involved can stretch into the hundreds:

“We have a security operations team, security engineers, security architects, government risk compliance team
(for internal and external audits), security awareness staff, third party and supplier insurance, and a team that
worries about email and end point security, a forensics team and an identity management team. The last team is
a security platforms team that run a lot of the systems we run on. The team is about 140 people. [...] We also

have a risk committee”.

This highlights the importance of recognising that internal decision making involves a complex eco-system.
Unsurprisingly, given the complexity of these systems and the number of parties involved, cybersecurity decisions at
company level can be time-consuming and complex:

“It can take months, particularly in a complicated organization with so many markets and people so in order to
put something proactive in place it takes months of embedding. So, it is a challenge”

Participants reflected on delays occurring across numerous stages of the decision-making process. For example, although
the final process of ‘signing off” a security-related purchase may be quick and efficient, there can be significant delays



involved prior to reaching this final stage. One of the most time-consuming processes can be the identification and testing
of potential products:

“We’d go to procurement with details on what we have done, what we want, how much it is to buy. The CPO
then signs it off based on my team’s work. My team would probably have worked on this over a 6-month period
(meeting about 6-10 times for an hour or so each) the meeting with the CPO then takes about 15 minutes. [...] It
is always a much longer process than I’ve been willing to accept. [...]

In addition to lengthy processes, further delays can be experienced due to restricted periods or ‘windows’ when purchasing
decisions can be made. For example, this may be restricted by the dates of quarterly committee meetings or annual windows
for budget allocation. There can then be additional delays due to negotiating contracts with product providers and
contractors:

“Even just another 3 months to get contracts into place. Getting contracts into place always involves a lot of
negotiation and back and forth with the contractors”

When talking about cyber insurance adoption specifically, interviewees often described a slightly different process
compared to other cybersecurity decisions (e.g., the purchasing of anti-virus software or firewalls). One of the most striking
differences is that cyber insurance adoption is often driven by departments outside of the technology or cybersecurity
departments, such as finance departments and risk committees.

“I have only ever seen insurance requirements come from finance you know the FD is effectively responsible
for insuring the business against risk. [...] I have never been in a position where the security person has gone to
the finance person to say I think we need insurance”

Unfortunately, this can lead to internal conflict around these decisions. Many of the interviewees described a disconnect
between the various influencers and decision-makers. Some stated that they would not have personally opted for insurance,
despite their company doing so. For example, one interviewee in his role as technical director stated that he may not have
chosen to purchase cyber insurance for his company, but that this decision came from outside of the cybersecurity team:

“We have a cyber insurance policy at the moment. I must admit it wasn’t me that made this decision. As I’'m not
sure I would have bought one, if I'm honest. The decision came from the risk committee. [...] It feels like it is
boards outside of cybersecurity teams that make decisions to buy cyber insurance.”

Other interviewees described differences in priorities between committees, the board, and other staff involved in the
decision-making process:

“The board owned the purse strings but it’s interesting — they made the decisions because they owned the budget,
I suppose but they weren’t very interested. [...] We [the IT team] would be setting out the risks and the threats
trying to explain to them why they need to spend more and there would be certain threats they would get very
excited about and others that maybe they would be less interested”

“I think they [the board] expected us to be creating a basic level of security the things they got excited about
was if something came to bail on them or they would become personally liable.”



These findings demonstrate that the responsibility for cyber insurance uptake is not likely to lie with one person,
particularly in larger organisations. This adds complexity for insurers and other bodies aiming to target specific staff roles
to boost insurance uptake. There may also be internal conflicts that further complicate the process.

3.2 Security Investment Trade-off

It was clear from our interviews that the decision to adopt cyber insurance was part of a bigger security investment trade-
off, whereby the people involved weighed up the perceived costs and benefits associated with adoption. For instance,
interviewees referred to the weighing up of insurance against investing in other security measures, with some individuals

perceiving insurance as unnecessary if good security measures were in place:

“I suppose when you’re actually putting controls in, there is a form of insurance. So, all you are really doing is,
do you pay out some more money for some other controls which you understand, or do you transfer that risk
out? [...] I suppose the counter argument is the individual risk is, and you put additional controls and pay for it
that way”

“I think there is probably a sweet spot because of the cost of controls you probably get to a size where you can’t
afford all the controls you know you need to protect your business and that’s probably where insurance kicks in
where you know the cost to get up and running and having an issue and we can’t afford all the controls to avoid
that issue therefore insurance is the way to go for the damage.”

These findings suggest that individuals do understand that security controls and insurance are interdependent, but that they
do not necessarily have a good mental model of how this interdependency works and/or an accurate perception of cyber
risk. Individuals can approach cyber insurance from three positions. Firstly, they may see security and insurance as
alternatives, with strong security measures negating the need for insurance coverage (and vice versa — raising concerns
about moral hazard). Secondly, the relationship may be viewed as a trade-off with the level of security balanced against
the level of insurance coverage, or thirdly, security and insurance may be seen as complimentary goods which both
contribute to a strong cybersecurity position.

Some businesses, particularly SMEs, may not perceive cyber risk to be a significant issue for their business; often
justified by statements about the business not being “mature enough” or “big enough to merit cyber insurance”. Perceived
self-efficacy also appears to play a role, with those who perceived themselves as knowledgeable and technologically
‘savvy’ reporting that they would be unlikely to take out cyber insurance. This suggests that greater awareness of
cybersecurity may not necessarily lead to greater uptake of cyber insurance. Instead perceived self-efficacy could lead to
a false belief that insurance is not necessary (i.e., they feel able to protect themselves).

“Businesses just see it as a cost because they don’t think any of these risks are ever going to materialise”

“As a small business and being able to use the cloud, if we back up our data and rely on standard office-based
stuff there is not that much to us, there is not a big attack area”

This could relate back to the potential for adverse selection and concerns that those who invest in cyber insurance may be
those who perceive themselves as ‘high risk’.

Financial constraints also influence the security investment trade-off, with limited budgets resulting in SMEs feeling
‘priced out’ of the insurance market by high policy premiums:



“At the end of the day if you’re paying out so much premium you just take the risk.”

Some interviewees regarded this risk as a forced choice and necessity to get their small business off the ground:

“[1f] the cost of the controls exceeds the profit you’re going to make and the cost of the insurance premium you
know, you haven’t got a business. I think a lot of people must arrive at that decision”

Recently, the UK National Cybersecurity Centre (NCSC) released technical guidance around cyber insurance, in a bid to
“encourages organisations of all sizes to think about how insurance might help in the wake of a cyber-attack and contribute
to existing risk management strategies” [27]. However, our findings suggest that adoption of cyber insurance is likely to
occur at a later stage in business maturity and size, rather than being something that businesses adopt from the start. Policy
premiums must be affordable for SMEs if initiatives to boost insurance adoption are going to be successful.

3.3 Lack of Risk Data and Immaturity of Cyber insurance

The lack of data on cyber risk makes it difficult for businesses to be able to measure and quantify their own risk. A general
lack of awareness around cyber risk was articulated, and none of our interviewees had experienced a cyber insurance claim
within their company(s) — indicating a lack of learned experience.

“I have had conversations with the marketing people around what happens if we suffer a cyber-attack and...
those were interesting and not conclusive they basically said we have no idea we have never had one. We can't

get data from people who have had one”

Brokers and consultants perceived a lack of awareness as a particularly strong concern for smaller businesses as they felt

SMEs were unable to accurately assess their cyber risk.

“The threats are difficult to measure. [...] generally speaking, the data is not available in organizations to make
accurate decisions”

Reluctance to invest in cyber insurance may be linked to the immaturity of the insurance market itself. This concern was

twofold: firstly, our interviewees queried how insurers are calculating premiums.

The insurer will know how much a liability premium will be for a scaffolder because that might be 30 or 40 years
of stats, cyber is a bit different because they haven’t got the claims”

“My observation is that people in insurance are not used to quantifying the risk that people are running and there's
very little evidential base from an actuary point of view to justify what a premium is”

This supports recent research that suggests that, unlike other insurance sectors where risk assessment is based on
quantitative actuarial data, cybersecurity risks currently rely upon qualitative risk matrices and subjective expert opinion
[13]. Immature and subjective risk assessments also raise the potential for adverse selection if applicants withhold risk
information from insurers (whether intentionally or accidentally).

Secondly, interviewees commented upon a lack of clarity around what cyber insurance policies include and exclude; further
confounded by a ‘grey area’ between what is silently covered by traditional insurance and what falls under the remit of

cyber insurance.



“I mean insurance can’t insure you against the GDPR fines you get. Or the fines wouldn’t have any effect. So, I
wonder whether people have looked at it [cyber insurance] and thought “well what are they going to pay for?”
because I must admit, I did”

“There is theoretically £500m [in electronic vouchers] there waiting for someone to steal it. When I asked if we
were covered for that, the answer was that we would be covered under our crime insurance [not the cyber
insurance]. Because it is a cash equivalent it is not covered under the cyber insurance policy.”

“I think there is an argument that the insurance industry needs to consult and make sure they know what a cyber
risk is and what is a traditional risk. The only way I think they could do that is to put exclusions into the property
damage but it’s still a grey area.”

There was also uncertainty around what insurers expect from insured parties, particularly what would constitute an
acceptable level of cybersecurity within the business.

“I’m definitely getting the impression that they expect us to get better and better and better at protecting our
systems and data. Because the world is getting more dangerous, and hackers are getting more sophisticated. I'm
not even sure if that’s true to be honest. [...] I never get any affirmative whether this [security measures in the
company] is good, or not enough. I am never clear, it’s like a moving target and they are not capable of being
transparent about it in a way that helps.”

“She [company lawyer]| had it [cyber insurance policy] independently checked from an outside law firm and
what she discovered — which we should have noticed but we didn’t — is that we are not covered for
any foreseeable risk. Unless we’ve disclosed it. So literally, if I thought that I had out of support operating
systems that I was worried about and I have a plan in place to address this, but it wasn’t finished yet. And we
had a breach which was shown to have been caused by an intrusion on one of those out of support operating
systems — we would not be covered for the breach. [...] It’s a complete minefield”

Interestingly, one business felt that even insurers are unsure what is an acceptable baseline for cybersecurity.

“They [the insurance underwriters], the feeling I get is that as they’ve talking to the different companies [...],
nobody is doing everything that they wish they were doing. Everybody can describe all the things you should be
doing. But I think they are probably struggling to establish what an acceptable baseline is. Everyone’s different,
and everyone’s environment is different. [...] So, I think they really struggle to know whether what you say you
are doing is enough. And when you say, ‘these are all the plans for what I’m going to do’, I think they struggle
to work out if that’s acceptable and whether you are going fast enough.”

This combined uncertainty can help to explain a reluctance to adopt insurance policies, and/or why businesses would rather
spend their money on tangible security measures which they feel personally in control of, and/or feel they understand more:

“That [security] control could last all you wanted to, or you could change that control as it’s under your direct
management”’



Despite fundamental difficulties in quantifying cyber risk, companies reflected on being asked to do exactly that to obtain
an insurance policy, i.e., to answer the various questions posed to them by insurers. This led to anxiety on behalf of the
businesses and concerns around whether the insurance would be adequate and appropriate. Answering the questions on the
policy form was even described as another ‘risk’.

“The questions they ask on the policy form it was difficult to quantify the impact of that, it could have been three
million it could have been fifty million... So, it’s an interesting one, yeah that was a risk to me”

“At the moment I don't think people are confident they understand how to value their assets, therefore being able

to have a robust conversation with the insurer.”

Risk assessments were perceived as undoubtedly difficult (supporting recent findings by [28]), with one interviewee
describing the yearly renewal process as “painful". It was suggested that risk assessments could be improved by focusing
on how risk is measured. For example, by asking about risk in less technical terms. This was raised as particularly relevant
for SMEs:

“I don’t think they [SMEs] would understand the technical risks, I think they would understand if you spoke
about what assets you have got — I think if you spoke to people about trying to do a business continuity plan then
saying what applications do you need back up — it’s always quite hard to have that conversation with them [...]
If you structure the questions right you can [ask]... what are the systems you absolutely need — what is the biggest
risk”

“So, I think that is the thing for SMEs is how can they quantify the impact it’s going to have on their business, I
would use impact assessments rather than just risk assessments because it is far easier. What happens if you don’t
open your shop today — you know your shop could be online, well that’s easy I lose business, how much business
do you lose each day? You know, you can do that quite easily. But if you say what is the risk of your website
going down, that is really hard to quantify”

These findings highlight how cyber insurance is currently a double-edged sword due to a lack of data and tools to enable
accurate risk assessment. This leads to increased premiums by the insurers, and doubt and anxiety for businesses. Despite
fundamental difficulties in accurately quantifying cyber risk, this information is demanded from businesses to obtain a
policy. Improved access to cyber risk data is a necessity.

3.4 Mistrust of Insurers

Some interviewees expressed negative views of insurance companies including doubts around the intention of insurers and
the likelihood of paying out. Interviewees perceived insurers as using complicated policy wording and exclusions to their

advantage, i.e., to find a way to not pay claims:

“One of the key reasons I am not an advocate of insurance policies is there is always a way of not paying out”

“I feel like — anybody that I talk to in the cybersecurity industry feels that cyber insurance is a joke and that it

never pays out”



“I mean the most important factors for me would be being transparent about what they cover and not having lots
of caveats, so you can have confidence.

One interviewee described how there can be confusion over whether some crimes are covered by cyber insurance,

for example Phishing attacks.

“They [some insurers] see fishing and social engineering is more traditional fraud it’s just undertaken by
electronic means. [...] They’ll cover it but under the crime policy not the cyber policy”

This aligns with recent findings by Wrede et al. [40], who carried out a content analysis of cyber insurance terms and
conditions and conducted a qualitative study with German insurance experts to investigate silent cyber coverage. This
refers to risks arising “from implicit cyber exposure within ‘all risks’ and other liability insurance policies that do not
explicitly exclude cyber risks” [41]. Therefore, silent cyber coverage can result in claims being made that insurers have
not underwritten. Wrede et al. concluded that policy wording was imprecise and failed to include sufficient descriptions of
the contractually specified insurance coverage.

Despite these concerns, a recent report by the Association of British Insurers (ABI) conducted a survey of 207 insurance
claims made in 2018 and found 99% (205) had received a pay-out [1]. One interviewee explained that they perceive insurers
to use vague wording in policies as a method of future proofing, rather than to purposefully mislead or provide potential
loopholes to deny a pay-out. As the cyber industry and technology evolves so quickly, insurers may avoid being too specific
in their policy wording as this would require almost constant updates as technology progressed. A degree of ‘vagueness’
enables policies to be more long-lasting. However, there needs to be a level of specificity to provide some clarification,
and reassurance, for insured parties. This is an interesting tension to be addressed.

Media coverage was also identified as a potential reinforcer of mistrust in cyber insurance. For example, some
interviewees referred to the NotPetya ransomware attack on Mondelez International (the company that owns Cadbury).
After initially offering a $10 million pay-out, insurance company Zurich later decided to reject the insurance claim after
declaring the cyber-attack an ‘act of war’ [25]. At the time of the interviews, Mondelez International was taking legal

action against Zurich — in the first legal dispute over a cyber insurance claim [4].

“It gets a lot of media attention. For example, the chocolate company that are suing their cyber insurance
company that won’t pay out over NotPetya as they’re classifying it as an act of war. When its reported in the
type of stuff that the industry looks at... because we’re all already quite cynical about cyber insurance... the
reporting comes across biased, quite cynical. It’s like ‘we all knew it was true and look now it’s happening [the

insurance isn’t paying out]”

“The company, Cadburys or something like that, it is out there in public domain they are taking legal action
against Zurich because they won’t pay the claim.”

This suggests that media coverage around cybersecurity could be a double-edged sword. On one hand it could potentially
have the positive effect of increasing awareness of cyber risk. On the other hand, it may also reinforce negative perceptions
of cyber insurance. Our findings suggest that there is significant work to be done on reassuring businesses that cyber
insurance is worth investment.
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3.5 Compliance Legislation as a driver for cyber insurance adoption

Our interviewees identified many barriers to insurance adoption; however, they also identified a key driving factor
promoting uptake - compliance with legislation. This is in keeping with existing research suggesting that investment in
information security is largely driven by external environmental and industry-related factors, including legal regulations
and industry-specific demands and requirements [10,20,38].

“The scale of potential liability under GDPR I think to some extent that might move the market more than
cybersecurity because if you're trying to cost something you need a clear regulatory burden”

One of the insurance brokers we interviewed described an increase in insurance uptake following the introduction of the
GDPR.

“Last year there seemed to be a bit more purchase but GDPR seemed to be the trigger having said that is has
quietened down a bit lately.”

This echoes recent findings that suggest that the GDPR not only influenced decision-making at the basic level of whether
to invest or not, but also what areas to invest in and the level of investment [20]. This could be due to the introduction of
legislation helping to quantify risk, e.g., if there is a data leak you will be fined a considerable amount of money. However,
the interviewee in our study also commented that the effect of the GDPR on cyber insurance purchasing was already
showing signs of decreasing. This suggests that cyber insurance (and cybersecurity more generally) may be affected by
recency effects, e.g., risk being perceived as higher for threats recently in the public eye (in this instance the introduction
of the GDPR and potential to incur fines for non-compliance).

“A lot of the decisions I would still say would be based on people’s subjective views and you get influences such
as recency and all of those other things if you had an incident a week ago and you ask someone what their risk,
for a certain risk would be. They would probably raise it harder than before — So what is happening and what has
still been going on is I would say the main thing.”

Some of the interviewees expressed concern that even when insurance is adopted, this may be simply a perfunctory ‘tick
box’ exercise to “look as if you are covered” [and therefore complying to legislation]. They expressed doubts that insurance
would provide adequate coverage, i.e., that the pay-out would be enough to cover the damages caused in the event of a
cyber-attack.

“You get some things to look as if you have covered.”

These findings illustrate that regulation and legislation as a driver for cyber insurance uptake may be effective, providing
there are steps in place to ensure that insurance coverage is sufficient.

4 DISCUSSION

Our findings show that the internal decision-making process at company level involves a complex ecosystem (in keeping
with previous research, e.g., [21]). These systems often vary significantly between companies, and can be influenced by
business size, maturity, and sector. There is not a universal ‘one size fits all’ cybersecurity structure. Internally to the
company there are many different processes also influencing these decisions — including a complex, non-universal,
structure across many different boards, committees, teams, and departments. Each reflecting their own motivations,
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priorities, and processes. Priorities and perceived threats may also differ between staff members, boards, committees, and
departments. Even within the same company, different security-related decisions may be driven by different departments,
teams and/or factors. For example, cyber insurance adoption often seems to be driven from outside of the technical teams
(for example from finance). This complexity can make the internal decision-making process time-consuming. Recent work
by the NCSC includes a cybersecurity toolkit for Boards to help businesses manage cybersecurity related discussions and
decisions [44]. However, there is still work to be done in this area, and the complexity of internal processes may raise
issues for parties marketing cyber insurance and aiming to identify which staff and departments to approach.

Recently we have seen increased governmental emphasis upon cybersecurity and cyber insurance. For example, in the
US, President Joe Biden has pledged to “make cybersecurity a top priority at every level of government” and “elevate
cybersecurity as an imperative across the government, further strengthen partnerships with the private sector, and expand
[...] investment in the infrastructure and people we need to defend against malicious cyber-attacks” [24]. The Biden
administration could require all governmental vendors to have cyber insurance in place. Furthermore, the U.S Cyberspace
Solarium Commission [43] has called for the development of cyber insurance certifications - to encourage uptake of cyber
insurance and improved cybersecurity posture, across both public and private sectors. Similar developments have been
seen in the UK, for example the Government Cyber Security Strategy [46] has recently been introduced; this strategy runs
until 2030 and aims to significantly improve the government’s resilience to cyber-attacks. These initiatives recognize that
widespread uptake of cybersecurity measures can increase cybersecurity resilience at the wider level - not only across the
organization or sector, but on a wider societal level. For example, in the recent UK integrated review of security, defence,
development and foreign policy [47], the government describes its aim of establishing a ‘whole-of-society’ approach to
resilience. However, such initiatives will only be successful if barriers to cyber insurance adoption are understood and
addressed.

Financial restrictions clearly pose a key barrier to insurance uptake, especially for SMEs who describe a difficult trade-
off between security and keeping their business running. For many businesses, there are financial restraints on the budget
available for cybersecurity — and this will often be split between cybersecurity protection measures and insurance. If
premiums are regarded as too costly, businesses may opt to, or feel forced to, take the risk of being uninsured and rely
solely on self-protection measures. Recently, there has been a push for those in the insurance industry to use the COVID-
19 pandemic as an opportunity to engage with the SME market. For example, by emphasizing business reliance upon
technology and the potential debilitating impact of a cyber-attack [17]. However, increased awareness may not be sufficient
if policy premiums remain cost prohibitive.

The process of applying for cyber insurance was highlighted as another barrier to uptake due to being perceived as
complicated and effortful (supporting findings by [38]). Businesses find it difficult to answer the questions posed by
insurers in order to obtain a policy. Even when a policy, or quote, was obtained, businesses felt unable to assess whether
the coverage would be sufficient to cover the losses if a cyber-attack was experienced. Other barriers to uptake included a
distrust of insurers paying out in the instance of a cyber-attack; a concern compounded by unclear wording of insurance
policies, perceived ‘grey areas’ in coverage and media coverage of unpaid claims. To facilitate uptake, policy wording
needs to be easier for businesses to understand, and data or processes need to be available to help businesses adequately
and effectively assess their own cyber risk and the impacts an attack could have upon their business (including financial
and reputational impacts). Improved transparency regarding policy coverage — and insurers ongoing expectations of the
insured party - could help to boost confidence in cyber insurance products. Standardization of policy wording could
potentially help to address confusion over coverage and help to clarify the ‘grey area’ between traditional insurance and
cyber insurance.
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Our findings support recent work suggesting that cyber insurance is still lacking solid methodologies, standards and
tools to quantify risk [13]. The sharing of data in a collaborative fashion between insurers has been recommended as a way
to address these concerns, i.e., the creation of a shared dataset between all industry parties to help guide cyber insurance
decisions. However some research suggests this may not be favorable with all parties — particularly if some feel this will
disadvantage their competitive edge as one of the market leaders and/or lower barriers to competitors entering the market
[28]. Future work needs to investigate how this issue can be addressed.

Legislation was identified as a potential facilitator of insurance uptake. In keeping with recent research [38], our
findings suggest that there may be a disconnect between past literature regarding security decision making as intrinsically
motivated, and the emerging literature that shows that companies may be more motivated to invest in security because they
are required to comply with legislation. Legislation as a driver for cyber insurance fits with a theoretical model proposed
by Burke and Litwin [9], which suggests that the most dominant factor on organizational performance and change is the
external environment. In much the same way, we show that in relation to cybersecurity decision-making in companies,

external factors appear to have a strong influence.

5 CONCLUSIONS

In summary, despite significant cyber risk and increasing awareness, uptake of cyber insurance remains low. Businesses
are discouraged by high policy premiums, complicated and effortful risk assessments and exclusions — leading to a lack of
confidence in policy suitability, and mistrust of insurers regarding pay-outs in the event of an incident. Legislation may
help to increase uptake, but data and improved risk assessment procedures are still required to enable tailored policy pricing
and ensure that policies offer appropriate coverage. Clearer policy terms and conditions could help to improve confidence
in coverage and likelihood of receiving a pay-out following a cyber-attack. Tackling the data void remains the key to
addressing tensions between insurers and businesses. Doing so, could increase cyber insurance adoption with positive

implications for security at the organisational and societal level.
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